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Brimyck 25-01

Y3KOIIOJIOCHASA TEXHOJIOTUYECKASA PA/IMOCETDH YKB
JAUAITA30HA I ITOJIMI'OHHBIX KOMIVIEKCOB PA3JIMYHOI'O
HA3ZHAYEHUASA

B nacmosiweii cmamoe npedcmagnena Kpamxas uHGopmayusi 0 mexHoi02U4ecKux paouocemsx
YApasnenus u cOopa OAHHBIX HA Y3KONOJIOCHBIX PAOUOMOOEMAX OUANA30HAd VIbMPAKOPOMKUX
eonn (VKB), obecneuusarowux @yHKYUOHUPOBAHUE BOEHHBIX U 2PANCOAHCKUX NONUSOHO8
paziuuno2o HasHavenus. Cmamvs npeouazHauena Ois pyKogooumeneu U MEXHUYeCKUX
CNeyuanucmos,  CEA3AHHLIX € CO30aHuemM U JIKChiyamayuell — pacnpeoeseHHbiX
A8MOMAMU3UPOBAHHBIX ~ CUCTEM YOAIeHHO20 YNpasieHus U cOopad OAHHLIX HA3EMHO20
(Ha0800H020) U 8030YUIHO20 OAZUPOBAHUSL.

1 O6mast unopmanus

CnoBo «IonMroH» HMMeeT pas3jMyHble 3HAueHusd. B Hacrosmield cTarbe paccMaTpUBarOTCS
00BEKTHI, KOTOphle Hanbojee TOUHO ompeeneHsl B bonbimoii coperckoit summkoneaunt. Ho
KpOME YIHOMSHYTBIX HW)XXE BOCHHBIX IIOJINTOHOB, DPACCMATPUBACTCS TAKXKE OCHAIIECHHUE U
IpaXkIaHCKUX TOJIMTOHOB, BKIIIOYAs! MOJIMTOHBI TBEPABIX OBITOBBIX 0TX0A0B (THO).

Google earth
<

UcnbitatensHas mnomaaka 3PK nonurona «Kamyctun SAp»
(www.topwar.ru/68532-sovetskie-i-rossiyskie-poligony-i-ispytatelnye-centry-na-snimkah-google-earth.html)

! MMoanron — y9acToK CyIIu MJIM MOPS, TIPEIHA3HAYCHHBIN JUISl MCTIBITAHUN Pa3IMYHBIX BUIOB OPYKHs, OOEBBIX
CPEICTB M TEXHHKH, a TAaKXKe JUIs1 O0eBON MOATOTOBKHM BOHCK. [1. IO Ha3HAYEHMIO AETATCA HA HAYYHO-
HCCIIeI0BAaTEIbCKIE, HCTIBITaTeNIbHBIC (PaKeTHBIC, TOPIIEAHBIC, apTHIUIEPHICKIE, TAHKOBBIC, aBUAIIHOHHEIE,
MUHHBIE, 3¢HUTHBIC, HHKCHEPHBIE 1 JIP.), 3aBOJCKHUE (IS MPOBEPKH KauyeCcTBAa HU3TOTOBJICHHOTO BOOPYKEHHUS, €T0
MIPUCTPEINIKH, OTIAJKN) U ydeOHBIe, HA KOTOPBIX MMPOBOAATCS OOEBBIE M yueOHbIE CTPenbObI, OoMOOMeTaHN,
TOpIEIOMETaHHs, a TAK)Ke Pa3INYHbIe yueHHs BOHcK. B 3aBncumocTn ot HazHaueHus [1. o6opyayroTes
HaOJII0AaTeIbHBIMI ITyHKTAMH, MAIICHHBIMU YCTAaHOBKAaMH, OJIMH/IQ)KaMH, YKPBITHUSIMH, CPEJICTBAMH CBSI3H,
CHA0’KaIOTCsl KOHTPOJIBHO-M3MEPHUTEIbHBIMU IPHOOPAaMHK, TPAHCIIOPTHBIMU CPEJICTBAMU U JIp. bosbwas cosemckas
OHYUKAONEOUs.

IIpu ncnons30BaHAU MaTEpPHAOB CCHUIKA HAa CAlT 00s3aTeIbHA.
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TexHomornueckue pEl,[[I/IOCGTI/I2 obMeHa JaHHBIMM JJI1 BCCX THIIOB IIOJIMI'OHOB HMCKHOT MHOI'O

o011ero, HO paccCMaTPUBAIOTCS B PAa3IMYHBIX pa3/eliax HACTOSIIEH CTaThbU, YTOOBI KOPPEKTHEE
NPEeJCTaBUTh MH(DOPMAIHMIO JUTS PA3JIMYHBIX IEJIEBBIX ayAUTOPHIA.

O6H_[I/IMI/I XapaKTCPUCTHUKAMH U Tpe60BaHI/I${MI/I IMPAKTUYCCKU BCEX IMOJIMT'OHOB ABJIAKOTCA:

— 3HauMTeNbHas IUIomwans. Hampumep, oOmias I1uiomaas HIMPOKO H3BECTHOIO IOJIUTOHA
«Kamycrun SIp»® cocrasiser 650 km? (paHee 3aHuMal momaas okojo 0,40 miH ra);

— pa3MelleHe Ha 3HAYUTEIbHOM YJAJICHUH OT KPYIHBIX HACEICHHBIX ITYHKTOB;

— HAIMYME Ha TEPPUTOPHU TOJHMIOHA TMOJISKAIIMX KOHTPOIIO KaK CTAllMOHAPHBIX, TaK H
MOJIBUYKHBIX OOBEKTOB;

— obecnieueHne 6e30MaCHOCTH pabOTHI KaK Ha CaMOM IIOJIUTOHE, TaK U 110 €r0 IePUMETPY.

BBIH_IGYKaSaHHBIC XapaKTCPUCTUKU, Hapsaay C Ha3HaAa4YCHUEM n (bYHKI_II/IOHaJ'IBHBIMI/I
BO3MOXHOCTAMU OIPCACIIAIOT Tpe6OBaHI/ISI K CUCTEME CBSI3U HA TAKUX OOBEKTaXx.

2 CucremMa CBSI3M MOJIUIOHA

Cucrema cBsI3U MOJUTOHA, KaK [IPaBUIJIO, CTPOUTCS] HA IPOBOJHBIX U OECIPOBOJIHBIX CPEACTBAX.
IlenecooOpa3HOCT U HEOOXOIUMOCTh MPUMEHEHUsI OECIIPOBOAHBIX CPEACTB ONpEAeNseTcs, B
NEPBYIO OUepellb, pa3MepaMy ONEPATUBHON 30HBI, HA KOTOPOI OHU JOJDKHBI (DYHKIIHOHHUPOBATS.
YTo M MOHATHO, MOCKOJBKY OpraHMU3aLusl IPUMEHEHUS MPOBOAHBIX CPEACTB CBSI3U JJs pabOThI
Ha JICCATKH KWJIOMETPOB OKa3blBaeTcsid Oojiee CIIOKHOH M MEHee IPUBJIECKATEIBHON C
DKOHOMHUYECKOM TOYKH 3peHHs. Jl0CTaTO4HO CPAaBHUTh CPOKM pa3BEPTHIBAHMS U 3aTpaThl Ha
CO3/laHME M, TJIABHOE, COJAEp)KaHUEe KaOelnbHOH CHUCTEMbl, YKJIAJbIBAEMOM B IMOTEpHBI WU
TpaHIIEH, YTOOBI, YTO HA3BIBAETCS, KIIOYYBCTBOBATH PAZHUILY.

Pemenne 3HaunTeNbHON YacTH (DYHKIMOHATBHBIX 337124 Ha TOJMTOHE MOXKET 00eCreunBaThCs
ceTsIMH OOIIETO MOJIb30BaHUS (HAIPUMEP, CPEACTBAMU COTOBOM CBsizu). OqHAKO, pa3MelleHue
MOJIMTOHOB BAAJIM OT KPYIHBIX HACEJIEHHBIX MYHKTOB JI€JIa€T UX MaJIO MPUBJIEKATEIbHBIMU IS
BKJIIOUEHUSI B 30HY JEHCTBHS Takux cereil. Kpome Toro, mcrnonb3oBaHME TEXHOIOIMYECKON
paaMoceTH B 3TOM Cily4ae IpeicTaBisieTcss Oosee 0e30MacHbIM M HAJEKHBIM. A B OTIEJIbHBIX
ciydasix ¥ Oe3albTepPHATUBHBIM, MOCKOJIbKY TakKas paauoceTh MO3BOJISIET paboTaTh B pekHUMe
peaJIbHOrO BPEMEHH U CO CTPOTO JIETEPMUHUPOBAHHBIMU 3a/Iep>KKaMH B JJOCTaBKE MHPOpMAIIHH,
YTO KPUTHYHO 7151 GPYHKIIMOHUPOBAHUS PA3IMYHBIX MOJUTOHHBIX aBTOMATU3HUPOBAHHBIX CHCTEM.
Hampumep, wucnosnb3oBaHue paguoceTd JUIsl Iepeladd CUTHAJIOB €AMHOrO0 BPEMEHU s
CHUHXPOHH3AIMU PA0OTHI MOJUTOHHBIX KOMIIJIEKCOB JaBHO CTAJIO CTAaHAAPTOM Jie-(paKTo.

3amaun ympaBlieHUs] M KOHTPOJsSL paOOThl MOABMKHBIX OOBEKTOB (HA3€MHBIX, HAJBOJHBIX,
BO3JYIIHBIX M, YaCTUYHO, MOJBOIHBIX/TIONYIOTPYKAEMbIX) Ha MOJHMIOHE MOTYT PElIaThCsI
TOJIBKO C MCIIOJB30BaHUEM CpEACTB TEXHOJIOTMYECKoil paauocetn. Haubonee mmpokoe

2 TexHoJIOrH4ecKasi CeTh CBSI3M (AHIJL. private network, IpeKHee Ha3BaHHE «BEIOMCTBEHHAN, WIN
«KOPTIOpAaTUBHAS» ) MIPeIHA3HAUCHA ISl 00CCIICYCHUS POU3BOACTBEHHOM IS TEIFHOCTH OPTaHU3AIUH, YIIPABICHHS
TEXHOJIOTHUECKUMHU MPOIECCAMHU B TPOU3BOJICTBE. TEXHOJIOTHH U CPENICTBA CBS3H, IPUMCHSIEMBIC IS CO3IAHHSI
TEXHOJIOTHUECKUX CETeH CBSI3M, a TAKIKE IPUHIIUIBI UX TIOCTPOCHHUS YCTAHABIMBAKOTCS COOCTBEHHUKAMHE WA
MHBIMU Blagenbuamu 3tux ceret (denepanbubiii 3axoH «O cBszu» oT 07.07.2003 Ne 126-D3).

3 KanycTun SIp — pakeTHbI OJUIOH B CeBEPO-3allalHON YacTu AcTpaxaHckoi obnactu Poccun. Odunmansaoe
Ha3BaHue: 4-if TOCyJapCTBEHHBIN LICHTPAIbHBII MEXBHA0BO# nonuron Poccuiickoit denepanyu (4
T'TMIT). www.ru.wikipedia.org.

[pu ucnonp30BaHUM MaTEPUAIOB CChUIKA HA CalT 00s3aTeNbHa.
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pacrpocTpaHeHHMEe Ha TONMIOHAX MOMYYMIM Y3KOMOJOCHBIe pamuocetn YKB nmamaszona®,
obecreunBaroIie HAACKHYIO padOTy Ha NPUEMIIEMYIO IS TakKWX OOBEKTOB JaIbHOCTh —
HOMMHAJIBHBIA pajinyc 30HbI JEHCTBUS C MO3ULMU TOJIbKO OJHOW 0a30BOW CTaHIMM COCTaBIISET
OKOJIO 25 KM, 4YTO COOTBETCTBYET Iuiomaau okojio 2000 KMZ, JUIS Ha3eMHBIX (HAaIBOIHBIX) U
0K0110 350 kM (400 ThIC. KM2) 17151 BBICOTHBIX BO3YIIHBIX OOBEKTOB.

Bricokass 0e30MacHOCTh TEXHOJIOTMYECKUX paguoceTeil oOmena nanHpiMu YKB nuamazona
obecrieunBaeTcsl NMPUMEHEHUEM amnmnaparypbl, MpeJHa3HAYeHHOW Mg paboThl B JMaria3oHax
paguouyactor (o0braHO OBY m YBY), He npemHa3zHayeHHBIX MJIs HMCIOJIB30BAHHUS JPYTHMHU
MOJIb30BATEISIMU M KOHTPOJIUPYEMBIX COOTBETCTBYIOUIUMHU PETYJIHUPYIOUIUMUA OpraHaMHU.
HecomHeHHO, paarocpeicTBa UMEIOT O0siee HU3KUE apaMeTphbl B YaCTU CKPBITHOCTH pabOTHI O
CPaBHCHHMIO C TPOBOAHBIMHU (KaOCIbHBIMH) CpPEJACTBAMH CBS3M, HO TOJNy4YeHHUE MJOCTyma K
HUPKYJIUPYIOLIEH B TAKOW painoceTd MH(OPMALIUU UITH CPBIB €€ PadOThl OKa3bIBAIOTCS HE TaKOU
YK IIPOCTOM 3a7a4ei.

Crnemyer OTMETUTh, YTO 3allIMTa JAHHBIX B JI000M cHcTeMe MpPEeCTaBisieT COO0N HenpepbIBHBIN
KOMIUIEKC OpPTraHW3al[IOHHO-TEXHUUECKUX W CIICIHAIBHBIX MEPOIIPHUATHH, HU OJJHO U3 KOTOPBIX
CaMOCTOSATENIFHO HE IIO3BOJISIET JOOWMTHCS ITOCTaBJICHHOHM 3amauu. Tem He MeHee, CpelCcTBa
y3KOIOJIOCHON TEXHOJOTMYECKOW panuoceTd oOMeHa naHHbIMM YKB 1uamnazoHa u3HayallbHO
00J1a1a10T CBOMCTBAMH, MO3BOJISIFOIIMMH CYIIECTBEHHO CHU3UTD CYIIECTBYIOIINE YTPO3BL.

be3onacHOCTh NaHHBIX B CTAllMOHAPHBIX M IOJIBHMYKHBIX TEXHOJOTMYECKHX PaJMOCETIX IS
IIOJINTOHOB SIBJIACTCS OJTHAM M3 KJIFOYEBBIX YCIOBUM MX UCIIOJIB30BAHUS, & CTPOUTENBCTBO TaKUX
panguoceTel  OCYIIECTBISAETCS € YYETOM IIOJHOTO MCKIKYEHHS WIM MaKCUMalIbHOIO
3aTpyAHEHUS] KOMIIPOMETAIMH LUPKYJIUPYIOmEeH B HUX MHpopMmanuu. B pagmocersx oOmena
JAHHBIMM ILUPOKO NPUMEHSIOTCS pa3jIMyYHble METOAbl U CIOCOOBI 3alUThl MH(OpMAIUH.
CremneHp 3alUThI JAHHBIX OKA3bIBAET HEIOCPEICTBEHHOE BIUSIHHUE HA HAJIEKHOCTh PAAHOCETH U
ee KHMBYYECTb, ITOCKOJbKY IIOCTOPOHHEE BMEIIATEIILCTBO B pabOTy MOXKET CYIIECTBEHHO
CHM3UTHh JTH mapameTpbl. Hioke mnpencraBieHa wuHpoOpMamus O BO3MOXKHOCTIX JTaHHBIX
panuoceTel MPOTUBOCTOSITH OCHOBHBIM YIpO3aM: IE€pPEXBaTy JAaHHBIX, HECAaHKLMOHMPOBAaHHOU
paboTe B cOCTaBe PAIHOCETH ¥ PaAHOIIEKTPOHHBIM TOMEXaM".

2.1 YcToiiunBOCTh PaIHOCETH K NMEepexXBaTy JaHHbIX

Ha nepBslii B3r1s11, mepexBar JaHHBIX B MPOBOJHBIX TEXHOJOTMYECKUX CETSIX CBSI3H COINPSKEH C
CEpbe3HBIMU TPyAHOCTSIMHU. OIHAKO 3Ta 3a7ada HE TaK CIOXKHA JUIS CHELUAINCTA, UMEIOLIETO
COOTBETCTBYIOIIYIO TOATOTOBKY (TOATBEPKIACHUEM OJTOMY SIBJISIOTCS MHOTOYMCICHHBIE
YCIEIIHbIE aTaKh «XakepoB»® Ha MH(OPMALMOHHBIE CHCTEMBI pA3NUYHBIX BEIOMCTB U
opranusanuii). KabenpHas ceTh, NpOKIaAbIBACTCS] BHYTPU 3[aHUS WM KOMIUIekca 31aHuil. [Ipu
JTOM OTIENNbHBIE CETMEHTHI MOTYT YKJIAaAbIBAThCS B MOABANAX 31aHUM, KOJUIEKTOpaxX, IOTEPHAX U
T. ., HE KOHTPOJUPYEMBIX CIykOaMHu OE30MaCHOCTH, U MPEACTaBIATh COOON MOTEHIMATIbHBIE

4 Yabrpakopérkue Béanbl (YKB) — tpamunuonnoe B CCCP Ha3panue Auana3oHa paJuoBOIH,

00BEMHSIIOIIETO METPOBBIE, IEIUMETPOBBIEC, CAHTUMETPOBBIC Y MIJIITUMETPOBBIEC BOJIHEI (MITU THANIa30HbI OY€Hb
BbICOKHX 9acToT — OBY, ynpTpaBeicokux gacToT — ¥YBUY, cBepxBricoknx yacToT — CBY u kpaiiHe BRICOKHX 4acTOT
— KBY). To ectb 370 Bce paaroBoIHbL, JuinHa KoTopbix MeHee 10 M (0,1-10 m wim 30-3000 MI'r), — Takast
KIaccu(UKaIMs CI0XKHUIACh B OTCYECTBCHHON yUeOHOM U TEXHHUYECKOU JINTepaType.

°> Bonpockl IPOTUBOAEHCTBHSA IPO(eCCHOHANIBHBIM CPEICTBAM PaIHO3IeKTPOHHOM 60pEOBI H PaIHO3IeKTPOHHOTO
M0JIaBJICHUS B HACTOSIIIEH CTaThe HE pacCMAaTPUBAIOTCSI.

® Xakep (ot auri1. hack - paspy6ars) — 0coOBIH THII KOMIBIOTEPHBIX CHENHATUCTOB. KOMIIBIOTEPHEIE B3IOMIHKH,
OCYIIECTBIIIOIINE HEMPABOMEPHBIH JOCTYI K KOMITBIOTEpaM B UH(POPMAITUHL.

[pu ucnonp30BaHUM MaTEPUAIOB CChUIKA HA CalT 00s3aTeNbHa.
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TOYKH JUIsI HECAaHKIIMOHUPOBAHHOTO TOJKIIOUeHUS. TeopeTrudecku 000N YeloBeK, 3HAIOIINN
CTPYKTYpy KaOelIhbHOM CHCTEMBI, MOXXET TMOJYyYHUTh JOCTYNm K HEH B ATUX Toukax. [locne
MOJKIIIOUEHUSI K TIPOBOJHON CHUCTEME CBSI3M TMOIYYCHHE JOCTyNa K WHGOpMAIUU SIBIISCTCS
JIETIOM TE€XHUKH, MOCKOJIBKY BO BCEX OTKPBITHIX MPOBOJHBIX CETSIX UCMOJIb3YIOTCS CTaHJIApPTHBIE
MPOTOKOJIBI CBSI3M M OOMEHA JaHHBIMHU, a TAK)KE€ CEPUHHO BBIMYCKAaeMbIe U OOIIEAOCTYITHBIE
MIPOrPaMMHO-TEXHUYECKHUE CPEICTBRA.

Cpenoiil nepeaun JaHHBIX B CTAIMOHAPHBIX U MOABUKHBIX PAIUOCETSIX SIBISIOTCS PaIiOBOJIHBI,
KOTOpBIE MOTYT MMPUHUMATHCS JIFOOBIM IPUEMHUKOM Ha OTHOCHUTEIBHO OOJIBIIOM PACCTOSHUU OT
nepenaTanka. OJHAKO, PaJUOCHTHANBI, TIEpeaBacMble B PaIHOCETIX OOMEHa JaHHBIMU C
MCIIOJIb30BAaHNUEM COBPEMEHHOT0 PaJOTEXHHUYECKOr0 000pyA0BaHus, HE TaK JOCTYMHbI, KaK 3TO
MO>KET IMOKa3aThCs Ha MEePBbIN B3I,

Bo-niepBbIx, /Ui Opranu3aniuy nepexsara Heo0X0AUMO TOUYHO 3HATh HOMUHAI pa0oYeil 4acTOThI,
UCNONb3yeMOH Juids oOMeHa aaHHbIMU. Ilpu coOiroseHuM MOb30BATENSIMU MHUHUMAJbHBIX
npaBui1 0€30IacHOCTH TMOJydyeHHe OToW wuHpopManuu KpaidHe 3aTpynHeHo. [lockombky
IepeJaBaeMble JAaHHBIE HE MOTYT BOCIPHUHHMMATBCA Ha CIyX, TO IIPU HCIOJIB30BAHHUU IS
onpejeNieHuss HOMHHajla pabodeil YacTOThl JOCTYNHBIX CpPEICTB IE€pexBara, HaIpHUMeEp,
YaCTOTHBIX CKaHEpOB, (UKCUpPyeTCs TOJIBKO (DaKT mepefadd CHUTHAJIOB Ha OINpe/eeHHOM
4acTOTE, KOTOpbIE MPEACTaBIAOTCA Kak HaOop mrymoB. OmnpezeneHue NpUHAUIEKHOCTH ITHX
CUTHAJIOB TOMY OOBEKTY, MIOMCK KOTOPOIo BeleTcs, 0e3 1ocTyna K nepegaBaeMoil nHpopmanun
OKa3bIBACTCS PAKTUYECKN HEBO3MOKHBIM.

Bo-BTophiX, 000pyIOBaHHE HCHOJB3YET CIELUAIbHbIE CXEMbl MOJIYJSALIUM CHTHAJIA U
COOCTBEHHBIE MpeaMOyibl (CTPYKTypy TWaKeTa NaHHbIX). Ha mpakTHKe 3TO BBUIMBAETCS B
HEBO3MOXXHOCTb IIOJIy4€HHMsI JIOCTylla K COOCTBEHHO IepeAaBaeMoil HHGpOpManuM IpH
OTCYTCTBHUH COOTBETCTBYIOIIETO NMPUEMHOTO OOOPYJOBaHUS HIIM CIIEHUAIBHBIX MPHUOOPOB IS
aHajau3a CUTHAJIOB. B oraMuMe OT IPOBOAHBIX CPEICTB  CBA3U, PacCIpOCTpaHEHUE
PaAMOTEXHUYECKOTO 00OPYI0OBAaHUSI MMEET M3BECTHHIE OIPAHMYEHHS, a BCE €ro I0Jb30BaTENN
pPErucTpupyroTcs. B cBA3M ¢ 3TMM BEpOSATHOCTh JIETAJILHOIO HPUOOpETeHUs: 000pyOBaHUS,
KOTOPO€ MOXKET HCIOJb30BaTbCcd Ui OOecledyeHus JOocTynma K IepeAaBaeMoid B
TEXHOJIOTUYECKUX painoceTsIX 0OMEeHa JaHHBIMU MH(POPMAaLIH, IPAKTUUECKH paBHA HYJIIO.

B-TpeThux, B OONBIIMHCTBE PagUOCETeH, OCOOEHHO MMEIOUIMX TOIMOJOTHIO THUIA «3BE3Ja», B
KOTOpBIX OOMEH JaHHBIMM MPOM3BOAMUTCA uepe3 0a30BYIO CTaHIIMIO, B OT/IEIBHO B3ATOM TOUKE
MOTYT TPUHUMATBCS TOJIBKO JIaHHBIE, IepeJaBacéMble B OJHOM HarpaBiieHMH (0T 0a3oBoi
CTaHIMM K YJAJIEHHOMY OOBEKTY). DTO CBSI3aHO C NMPUHIUIAMH MTOCTPOCHUS CETH, B KOTOPOI
0a3o0Basi CTaHIUS pa3BOPAUMBACTCS HA BO3BBIIIEHHOCTH W HMMEET BBICOKO IOBELICHHYIO
IPUEMO-TIEPEAAOIIYI0 AHTEHHY, YTO 00ECIEeYNBAET BO3MOKHOCTb OPIaHNU3alUH CBSI3U CO BCEMU
yIaJI€HHBIMU CTAHIMSAMU CETH, B TO BpeMs KaK yJlaleHHble OObEKThl TaKOW BO3MOXKHOCTU HE
uMeroT. Jlyi1 opraHu3anuM IepexBaTa HCIOJIb3yeMOE Ul HEro oO0OpyJIOBaHHE HEOOXOIUMO
pasMecTUTh Ha TaKOW >K€ BBIFOJHOW IO3UIMM, YTO B OOJIBIIMHCTBE CIIy4aeB OKa3bIBaeTCs
HEBO3MOXKHbIM. B mpoTHBHOM ciydae oOecrieunBaeTcs NEpexBaT TOJNBKO JAaHHBIX OT 0a30BOM
CTaHLUU, KOTOpble, B OOJBIIMHCTBE CTALMOHAPHBIX TEXHOJIOTMYECKUX paguoceTel
MPEJICTaBIISIIOT HAMMEHBIINHN C TOUKU 3pEHHsI lepexBaTa HHTepec (HanpuMmep, 3anpochl, KOTOpbIe
JAI0T MUHHUMaJbHOE TMpeJCTaBlIeHHEe O pabore HH(pOpMAIMOHHOM cuctembl). Ha mpaktuke
HAJCKHBIM TepexBaT MOXET IMPOU3BOAMUTHCA TOJIBKO CIYTHUKOBBIMU CpEICTBAMHU, HO JUIS
3aIUTHI OT TAKUX MPO(ECCHOHAIBHBIX CPENICTB MCIIOJIb3YIOTCS MPO(eCcCHOHAIBHBIE e CPEICTBA
IIPOTUBOICHCTBHS.
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U HakoHell, B OTIMYKE OT IPOBOJHBIX CeTeil 0OMeHa TaHHBIMHU, I7ie KabenbHas HHpacTpyKTypa
W anmaparypa i peTpPaHCISLUN CHTHAJIOB PACIpPElEeNeHbl 10 BCEM TEPPUTOPUU IIOJIMIOHA,
panuoobopyioBaHKE Mepeadd JaHHBIX MOXKET OBITh IOJHOCTBIO Pa3BEPHYTO B OXPaHSIEMBIX
HOMEIIEHUAX, GU3NYECKUN JOCTYI B KOTOPBIE CTPOI'O OIPaHUYEH.

COBOKYITHOCTh BCEX IEPEUMCIICHHBIX BBIIIE KAa4YECTB JAETACT IOJIMTOHHBIE TEXHOJIOIMYECKHE
paaroceTy oOMeHa JaHHBIMU Oosiee 0e30IacHBIMH 110 CPAaBHEHUIO C MIPOBOJHBIMH CETSIMU CBSI3U
¥ oOMEeHa JaHHBIMHU B YaCTH IiepexBara HH(popMaIum.

2.2 YCTOHYHMBOCTD K HECAHKINUOHMPOBAHHOMY NNOAKJIIOYCHUIO

[Tpu NOAKIIIOYEHUH K CETH 0OMEHA JaHHBIMHM OOBIYHO CTABUTCS LIEJIbIO MOJyUYEHHUE JOCTyna A
paboThl B cocTaBe HH(POPMAIIMOHHON CHCTEMBI WIH «IIPOCMOTPY» MepeaaBaeMbIX JaHHBIX. s
pemieHuss 3TOM 3amaun  TpeOyeTcs COOTBETCTBYIOIIMK TEPMUHAN, MOJICPKUBAIOLIIHA
UCIIOJIb3yeMble B CeTH OOMEHa JaHHBIMH IMPOTOKOJIbI. Takoi TepMUHA MOXKET OBITh JIETKO
peann3oBaH Ha 0a3e COBPEMEHHOTO KOMIBIOTEpPAa, HO pEIICHHE BTOPOW YacTH 3a/Jadyd
MPEJICTaBIISIETCS HE TAKUM IIPOCTHIM.

Hepe'—II/ICHeHHI)IG BBIIIC TPYAHOCTHU, BOSHUKAIOIIUC TP OpraHu3anuu 1nepexnara, BCTAOT U IIpU
HOMBITKE MOJYYHUTh JOCTYN K paboTe B cocTaBe ceTH oOMeHa AaHHBIMH. KpaTko ommcaHHbIE
HIDKE CBOMCTBA MNPUMCHACMBIX IIPOTOKOJIOB CBA3HU U oOMeHa JaHHBIMH B paBHOfI CTCIICHU
OTHOCSITCSA K PaJHO M MPOBOJAHBIM CETSM M XapaKTEPH3YIOT HX CIIOCOOHOCTH MO 00ECTICUEeHHIO
0e301acHOCTH HH(POPMAIIHH.

YacTp TEXHOJOTMYECKHX pajroceTeld oOMEeHa JaHHBIMH (B TMEPBYIO OYepellb, CTAIIMOHAPHBIX)
UCTIOJIB3YET TPOTOKOJIBI «OIMPOCa», B KOTOPBIX 3aJI0KEHBI ONPE/ICICHHBIC BO3MOXKHOCTH IIO
obecrieyennto  OezomacHocTd.  YTOoOBI ~ TEpMHHANT  TIOJNB30BATENS  PACIIO3HABAJICS
UHQPOPMAIIMOHHON CUCTEMOMW, OH JIOJDKEH OBbITh BHECEH B «OIPOCHYIO TaOJHUIly», KOTOpas
BCACTCA W HNOAACPKHUBACTCA Ha HCHTPAJIBHOM KOMIIBIOTCPC. HeCMOTpﬂ Ha TO, 4TO CHCTEMa
MOJKET CaMOCTOSITEIBHO PACIiO3HAaBaTh HOBbIC TEPMUHAJIBI MU ABTOMATHUYECKH BHOCHUTH HX B
Ta0JINILy, COJIepIKAaHUE TaOJIHUIIBI TIOCTOSITHHO KOHTPOJIMPYETCS aJIMIHACTPATOPOM CETH, KOTOPBIN
MOJKET JIOKaJIM30BaTh HOBOTO IOJb30BaTelNsl, MOJIYYUBIIETO JOCTYN K CETH, U TPEANPUHATH
COOTBETCTBYIOIIUE MEphl 10 HUCKIIOUEHHIO BO3MOXHOCTH €ro paboTel B  cOCTaBe
uH(pOpMallMOHHON cucTeMmbl. Ecnu TepMmuHan He OyaeT BHeCEH B TaONUIy, OH HE CMOXKET
paboTtath B COCTaBE CETH.

3HauUTENbHAS YaCTh TEXHOJIOTUYECKUX PATUOCETEN HCIONb3yeTCs AN OOCTYyKHUBAaHHUS CTPOTO
OTIPEIETIEHHOTO KOJIMYECTBA TEPMUHAIIOB, TO3TOMY TOSIBJICHHE B UX COCTABE HOBBIX TEPMUHAJIOB
BOOOIIIe HE TPelyCMaTPUBAETCSI.

B03MOKHO, 4TO MpO(ecCHOHANBHBIA «KpIKep»' HIM «XaKep» CMOKET IepenporpaMMHUpPOBaTh
KOMIIBIOTEp TaKMM 00pa3oM, YTOOBI MOJyUYaTh JaHHbIE 0€3 BHECEHHS JTOMOIHUTEIBLHOTO ajpeca
B «ONPOCHYIO TaOJMIly», OJHAKO B ATOM Cllyyae OH HE CMOXKET IepelaaBaTh CBOM JIaHHBIE B
LEHTPaJIbHBIA KOMIBIOTEDP (UTO B OOJBIINHCTBE CIIy4aeB ABJISETCS OCHOBHOM 1IEJIBIO).

" Kpoaxep (auri. cracker) - THII KOMITBIOTEPHOTO B3JIOMILMKA: YEJI0BEK, B3JaMbIBAIONINN CHCTEMBI 3aIUT
MH(OPMALMOHHBIX CUCTEM MJIM CO3/AIOIINI MTPOrpaMMHBIE CPEJICTBA JUIS B3JIOMa CHCTEM 3aluT. Bae
npodeccHoHANBHOM Cpeabl MPUMEHSETCSl OOLIUH TEPMUH «KOMIIBIOTEPHBII B3JIOMILUKY MIIH Yallle «XaKep», 4To
TaKOKe YacTo He SBJISETCS MPaBUIBHBIM. B aOCOIIOTHOM OOJBIIMHCTBE CIIy4aeB «KpIKep» HE pacroiaraet
MCXOJHBIM KOJIOM ITPOTPaMMBbI, IOATOMY ITPOTrpaMMa M3y4aeTcsi CBA3KOH nu3accemOiiepa 1 OTiIaaduKa ¢
NPUMEHEHNEM CIIEIUAIbHBIX YTHIINT.
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[TorbITkH pabOTHI Yepe3 TEXHOJOTHUECKYIO PaguoceTb 0OMEHa JaHHBIMU MO «IIPUKPHITHEM»
Jpyroro TepMHUHala 3a CUeT AyOJMpPOBaHMs €ro MIACHTU(UKAMOHHOIO HOMEpa MPUBOAAT K
IrE€HepalMd HEKOPPEKTHBIX JAHHBIX W IOATBEPKACHMM, II0Jy4aeMbIX LEHTPAJIbHBIM
KOMIIBIOTEPOM. DTOT (akT HE3aMEeAJIUTEIbHO IPUBJIEUET BHUMaHUE aJMUHUCTpaTopa cetu. Ha
JJAHHOM JTare JOCTaTOYHO IIPOCTO BBISABUTH IIONBITKY IIOJIYYEHUs HECAHKLIMOHUPOBAHHOI'O
JocTyna K paboTe B CETM M HPENIPUHATh COOTBETCTBYIOLIME MEpbl AJIs IMPEIOCTABICHUS
KOHTPOJMPYEMO paboThl WM MPEeJOTBpAICHUs JOCTynma K HH(POPMAIMOHHOW CHCTEME.
ITockoBKY OCHOBHBIM YCIIOBHEM YCIIEIIHOTO IPOHUKHOBEHHUS B CETh SIBJIAECTCA CKPBITHOCTb,
yKe caM (aKT BBISBICHHUS MONBITKA HECAaHKIIMOHUPOBAHHOTO JIOCTYIA JIETAeT €ro AajJbHEeHIIne
JeicTBUSL O€CCMBICIIEHHBIMHU.

Ha mpakTuke BBISIBUTH M JIOKQJIM30BAaTh HECAHKIIMOHMPOBAHHYIO pabOTy B TEXHOJIOTMYECKOU
panuoceT OOMEHa JAaHHBIMH HaMHOIO IpOILE, YeM B IPOBOJHON cuUcTeMe CBsi3u. B ciydae
NPEJOCTABICHHUS 3J0yMBIIUIEHHUKY BO3MOXKHOCTH MPOJOJDKEHHS KOHTPOIUPYEMOil paboThl B
CEeTM M3JIy4aeMble €ro IPUEMONEPENATYNKOM CHUTHAJAbl IIPU IIOCBUIKE 3allpOCOB U
HOJTBEPKICHUH MPHEMa COOOIICHUI MOTYT OBITh JIETKO 3aleJICHIOBaHbI (a TTOCKOJIBKY paboTa B
CeTH ympaBisercss ¢ 0a30BOM CTaHUMHM aJMHHUCTPATOPOM, MOCIECAHUNA MOXKET WHUIMUPOBATH
paboTy mepeaaTyuka 3JI0YMBIIIJIEHHUKA ¢ HEOOXOAUMON MEPUOJUYHOCTBIO), YTO CYIIECTBEHHO
IpOILE, YEM ONPEAETUTh TOUKY MOAKIIOYEHUS K IPOBOJHOM CeTH OOMEHa JTaHHBIMHU.

2.3 YCTOHYNBOCTD K MOAABJICHUIO H BO3/1eliCTBHIO IOMeEX

[TopaBienue wium HaMepeHHas IIOCTAHOBKA IOMEX paboTe PaguoCeTH 3ajada CyIECTBEHHO
Oonee cioxHasg, yeM (PU3MUECKOE HApYLICHHWE COECIUHEHHs B IPOBOJHOW cucTeMe, W IS
0OJIBIIMHCTBA TEXHOJIOTMYECKUX PAAHOCETEN MaJIOBEPOsITHA.

HOIIBCp)KeHHOCTI) paaruoCHUryaioB BO3I[CI\/JICTBI/IIO IIOMEX MW BO3MOXKHOCTH HX IIOJaBJICHUA
ABIIAIOTCS HEMPEeTIoKHBIM (akToM. OAHAKO AJIsl BBINOJHEHHUS 3TOW 3a/Ja4ydl HEOOXOIMMO 3HATh
HOMHUHAJI pabodeil YacTOThl PagroCeTH OOMEHA JaHHBIMH, YCTAHOBUTH KOTOPBIA HE TaK MPOCTO,
MOCKOJNIbKY TIiepefadya BedeTcs KOPOTKMM ceaHcamu. (DakT MOSBICHHS MOMEX HEMEJICHHO
BBIABIICTCA AAMUHUCTPATOPOM pPaJUOCETU, a4 HCTOYHUK H3ITYUYCHUSA CTAHOBUTCHA 00BHEKTOM
MEJICHTOBAHMS U JIOKAIM3alMU, B TOM YUCIIE, IPU HOJIEPKKE COOTBETCTBYIOIINX OPraHU3ALINM,
KOHTPOJIUPYIOIIMX HCIOJIb30BaHUE PAJUOYaCTOTHOTO crekTpa. Kpome TOro, B HEKOTOPBIX
paguoMoJeMax TPUMEHSIIOTCS BCTPOCHHBIE CpPEJICTBA IMOMEXOYCTOMYMBOrO KOJMPOBAHUS,
00ecTeunBaroIne YCTOHYMBYIO paboTy B YCIOBUAX TTOMEX.

IToaTOMy Ha NpakTHKE OKa3bIBAETCS rOpa3zo IMpOIIE HE3aMETHO NEPEKYCUTh KycadyKaMu Iapy
IIPOBOJIOB, YE€M IIOCTaBUTh IIOMEXY PagUOCUCTEME, HCIIONb3Ys CIOKHOE M JIOPOrOCTOSILIEE
CHeraln3upoBaHHOE 000pYAOBaHUE, CEPbE3HO PUCKYS NMPH 3TOM ObITh MONMaHHBIM. Pabora
Kycaukamu 3aiiMer He Oosiee 30 cekyHJ, a YCTaHOBKAa W HCIOJb30BAHUE CHEIMAIBHOIO
000pyI0BaHUs PaMONPOTUBOIEHCTBUS TpeOyeT BpEMEHU U KPYNHbIX (PMHAHCOBBIX 3aTpaT, HO
IPU 3TOM €TI0 BO3/IEHCTBHE HE MOXKET ObITh MPOJAOJIKUTEIbHBIM.

(ITpomomxenue cnemyer).
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